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ABSTRACT

Single Sign-On (SSO) service manages user’s account passwords from multiple websites so that security in a high level is
required. Users who use the SSO service are authenticated through the Identity Provider (IdP) when logging into the
website. We present the security requirements that IdP can take in order to minimize the user’s risk whose IdP account is
compromised. We describe the security threats that arise when the security requirements are not satisfied. Through
evaluation, we prove that the attacker’s session cannot be canceled even if the user recognizes the attack if the IdP does

not satisfy the security requirements.
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Table 1. Measurement result of RP and IdP session remediation after each account management
actions. (M: Modify, A: Add, D: Delete, C: Change, AC: Activate, DA, Deactivate)

Unit: Number of |dPs(%)

Action result (Session Remediation)

Account management action RP session IdP session N/A
Delete |Maintain| Error Delete |Maintain| Error

Username | M 5(19.2) | 1(3.9) - 5(19.2) | 1(3.9) | 20(76.9)

A - 8(30.8) 1(3.9) - 9(34.6) - 17(65.4)

Email M - 13(50.0) | 3(11.5) 2(7.7) | 14(53.9) - 10(38.5)

Change account D - 5(19.2) | 1(3.9) - 6(23.1) - 20(76.9)
data Phone A - 13(50.0) | 3(11.5) - 14(53.9) | 2(7.7) | 10(38.5)
number M - 10(38.5) | 4(15.4) 1(3.9) [11(42.3) | 2(7.7) | 12(46.2)

D - 11(42.3) | 3(11.5) - 12(46.2) | 2(7.7) | 12(46.2)

Password | M - 22(84.6) | 3(11.5) | 19(73.1) | 6(23.1) - 1(3.9)

All C - 8(30.8) 1(3.9) 2(7.7) 6(23.1) | 1(3.9) | 17(65.4)

IMS AC - 12(46 2) | 3(11.5) 2(7.7) 12(46 2) | 1(3.9) | 11(42.3)

DC - 11(42.3) | 3(11.5) - 13(50.0) | 1(3.9) | 12(46.2)

OTP app AC - 11(42.3) | 1(3.9) 1(3.9) |11(42.3) - 14(53.9)

DC - (38 5) 1(3.9) 1(3.9) |10(38.5) - 15(57.7)

2FA Call AC - 2(7. - - 2(7.7) - 24(92.3)

Change DA - 1(3.9) - - 1(3.9) - 25(96.2)
login Email AC - 3(11.5) - 1(3.9) 2(7.7) - 23(88.5)
method DA - 2(7.7) - - 2(7.7) - 24(92.3)
Security | AC - 6(23.1) 1(3.8) 2(7.7) 4(15.4) | 1(3.9) | 19(73.1)

alarm DA - 5(19.2) | 1(3.9) 1(3.9) | 4(15.4) | 1(3.9) | 20(76.9)

Login Security | AC - 3(11.5) - - 3(11.5) - 23(88.5)

/o alarm DA - 3(11.5) - - 3(11.5) - 23(88.5)

pasZWOId QR code |AC - 1(3.9) - - 1(3.9) - 25(96.2)

login DA - 1(3.9) - - 1(3.9) - 25(96.2)

Delete account DA account - 8(30.8) | 1(3.9) | 6(23.1) | 3(11.5) - 17(65.4)
access Delete account | 1(3.9) |12(46.2) | 3(11.5) [11(42.3) | 5(19.2) - 10(38.5)
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Pass™ Call SMS | PI** | Email | App | None |Error| N/A

Username| M | 1(3.9) - - - - 14(14.4)|1(3.9) | 20(76.9)

A | 6(23.1) - - - - 5(19.2) - 15(57.7)

Email M | 6(23.1) |1(3.9) | 2(7.7) | 1(3.9) | 3(11.5) - 6(23.1) - 10(38.5)

Change D | 3(11.5) - - - - 4(14.4) - 19(73.1)
account data Phone A | 4(14.4) - - 1(3.9) - 19(34.6) |2(7.7)| 10(38.5)
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D (7.7) - 3(11.5) - 1(3.9) - 7(26.9) |12(7.7) | 12(46.2)
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Change DA| 1(3.9) - - - - - - 25(96.2)
login Email AC| 1(3.9) - (3.9) - - 2(7.7) - 23(88.5)
method DA | 1(3.9) - - (3.9) | 1(3.9) - - - 24(92.3)
Security | AC | 4(14.4) - 1(3.9) - 1(3.9) - 1(3.9) |1(3.9)]19(73.1)
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Login Security | AC - - - - 1(3.9) | 2(7.7) - 23(88.5)
/ alarm | DA - - - - 1(3.9)| 2(7.7) - 23(88.5)
pzsz* QR code |AC| 1(3.9) - - - - - ~ [25(96.2)
login DA| 1(3.9) - - - - - - 25(96.2)
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Table 3. Example of four IdP which provide
re-authentication for SMS 2FA

1dP Re-authentication for SMS 2FA
Activate Deactivate
Linkedin Password Password
Twitter Password None
Google None Password
Vkontakte Call/SMS Password
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Table 4. List of IdP websites and number of
RPs authenticated by each IdP.

IdP Number of RPs

Facebook 30

Google 30

Twitter 25

—
-3

Apple

Linedin

Microsoft

Vkontakte

Yahoo

Github

Naver

Mail.ru

Kakao

Battle.net

Office365

Slack

Docomo

Steam

Twitch

Payco

Fanbyte

Ocn

Firefox

TID

ok.ru

Instagram
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